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Tko sve je pregledavao 1ili
mjenjao moje podatke?
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O tvrtci

Povijest:

* od 1992, 20 zaposlenika

» Oracle zbirka podatkov, GNU/linux (1995)

» dobitnici srebrnoga priznanja za inovacije - Aerodrom Ljubljana:
Flight Information System

Razvoj i odrzavanje:

*» Razvoj visoko razpolozivih sustava sa OS GNU/linux

s Sistemska podrska i podeSavanje sistema sa OS GNU/linux

» PodesSavanje i administriranje Oracle baze podataka
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(E } Interni korisnik |

imaju samo pristup "iznutra“,

tesko otkriti i sprijecCiti zloupotrebu internih
korisnika (namjerni ili nenamjerni),

87 % unutarnjih incidenata uzrokuju ovlasteni ili

tehnicki (strucni) korisnici (vir Forrester
Research 2006)

e http://www.tgdaily.com/security-features/42535-internal-users-
pose-severe-threat-to-public-sector-networks

° http://www.sans.org/reading_room/whitepapers/bestprac/inter
nal-threat-security-users-mess-things_ 856

ABAKUS + ARBITER



Pr N
~  Otkrivanje incidenata

> unutarnji incidenti,

» tesko otkriti i sankcionirati,

» postavlja pitanje privatnosti, meduljudskih odnosa

» ukljucivanje vanjskih agencija za
provedbu zakona,

> pitanje adekvatnosti dokaza.
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©, Revizijski trag
Revizijski trag je skup svih informacija potrebnih da se
orikaze povijesni zapis o izvrsenim dogadajima ili
aktivhostima vezanim za pohranjene informacije u
sustavima za prikupljanje, obradu i arhiviranje podataka.
Revizijski trag mora omoguciti prikaz vremenskog
slijeda svih dogadaja vezaninh za poslovanje |
oohranjene informacije. Informacije koje revizijski
tragovi ukljucuju bi trebale biti dovoljne da se dokaze
iNntegritet pohranjenih podataka. Njihov nastanak |
skladistenje moraju osigurati njihov integritet |

orimjenjivost u cijelom razdoblju pohranjivanja
oodataka, sto dokazuje integritet.
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Pur N

©, Informacijski sustawvi

> dostupnost (informacije dostupne kada su
potrebne),

> integritet (podaci to¢ni, nisu neovlasteno obrisani
ili promijenjeni),

> povjerljivost (informacije motu pristupiti samo
ovlastene osobe),

> sljedljivost (formirani revizijski tragovi trebali bi
potvrditi todnost izvedbe i odstupanja).
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= Namjena revizijskih tragova

> osiguravanje tocnosti i nekrivotvorenosti
podataka,

+ dokumentiranje okruzenja u kojem se
transakcija dogodila,

> prikaz povijesni slijedi transakcija o
nekom poslovhom dogadaju.
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(€ Revizijski trag

Y

OOH. T THINK I
FELT A LITTLE
PERSOMNAL GROWTH
THERE.

Now T avs WTing in ey
‘jgm"ﬁg.l, T s _"i-l':ll hll"l'i"mj
" ™y Joulnal, Mow T arm.
uf‘.i".nj about ufi'Hh.= in mY
Journal

KEEP A JOURNAL OF
EVERYTHING YOU DO.
THAT LAY YOU'LL
KMOW WHERE YOU
NEED HELP.

scotisdamaSacl com

A-0% 0205 Seoh Adama, Inc./Dist by UFS. Inc.

wisnw. dilbért.com

© Scott Adams, IncDist, by UFS, Inc.
> tocan

> pravovremen

> ne smije ometati redovne procese
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©  Vrste revizijskih tragova

> akcije nad objektima
> promjena podataka

.
‘__,..--' & g
Do you think you can hack into our company's
. computer system and delete and audit?!!
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= Revizijski tragovi - Oracle

> na nivou sesije ili svaki put,

> uspjesSne / neuspjesne akcije,

> prijava i odjava,

> naredbe koje se odnose na privilegije,
> naredbe nad objektima.

ABAKUS + ARBITER



Pr N
= Rewvizijski tragowvi - podaci

> upotreba baznih okidaca:

* procedure koje se pokrecu na odredene akcije,

°* prije namjeravane izmjene pohranjivanje starih
vrijednosti podataka,

» akcije na sistemskim dogadajima.

» potreban je pristup aplikaciji!
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Pur
 Revizijski tragovi - ARBITER

o

koristi podatke log datoteka baze
podataka,

preuzima iz log datoteka pohranjene
promjene vrijednosti podataka,

neovisan je od aplikacije,

revizijski tragovi se pohranjuju u svoju
bazu ,

nije potreban pristup aplikaciji!
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+ Revizijski tragovi - ARBITER

Oracle database

=\ /
© ARBITER
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+ Revizijski tragovi - ARBITER

J \ Oracle database
| |
- A
— - ARBITER

< |
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(€ ARBITER

> odgovor na pitanja
> Kada?
* Tko? (Gdje?, Kako?)
> Sto?

> analiza akcija i alarmiranje,

> promjena podataka (stare/nove
vrijednosti,...)

ABAKUS + ARBITER
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+  [#]ARBITER - Admin

ABAKUS # ARBITER

Select Datahase

1D Hame DB Link Scheme

There are no registered databases.

[ Create new DB definitiun]
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+  [#]ARBITER - Admin

ABAKUS # ARBITER

Select Datahase

1D Hame DB Link Scheme

1362 AIRCIM MORIA ABAKUS. 5 Searu::hﬁ-\udit] [SearchAuditData] [SearchAcceaaLDg] W MORIA_1362

[ Create new DB definition

Connect Parameters

THS Connect String [ORAC ABAKUS S |
Database Link Name [ORACABAKUS 5| |

Rermote Username [rev_srn::_user ]

These fieldswill anly be used forinitial zetup and will not be zawved.

Hemote Password [nnunuu

Confirrm Remote Password [nnunuu

)
]
Femote 3Y30BA Lsemame [sys ]
J

Remote SYSOBA Password [uuu

ABAKUS + ARBITER



+  [#]ARBITER - Admin

Connect Parameters

Creating Database Link COMPLETE v

Database Parameters

Inserting Database Definition COMPLETE 9

Database Instance Parameters

Inst. Host Dest. DBMS Tran. Dir. Object Purge Logs User
= 11 kastar ] faradmin REY ARCHLOG DIR
faraciarch
] 110 || +ABAforac/sarch

[Insen Database Instance

ABAKUS + ARBITER




(€ Revizijski trag
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> tocan

> pravovremen

> ne smije ometati redovne procese
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[#]ARBITER - Admin

Schema Tables Selected schema: SCOTT

[F’iegisterSchema] [UnregisterSchema] [EditSchema] [GapSchema] [UngapSchemaJ

(REV_TESTER_ADMIN %) [Selestamoup ) [ Grant Schema] [Revoke Schema
Enter szarch words to fitter undedying contents,

[ ]

1D Mame

A4 %
1891 BONUS )
1892 DEPT o
1893 DEPT T4 o
1894 DEPT_T5 v ]
1895 DEFT_Th o
1927 EmP o
[RegisterTable] [UnregisterTabIe] [EditTabIe] [Gap Table] [Ungap Tahble [GrantTabIe] [Revoke Table]
1897 EMP_T4 O
1898 EMP_TS 9
1899 EMP TE o
1900 EMP_T7 a
1901 SALGRADE o
1913 SALGRADE T4 g

SALGRADE TS (%]
1904 SALGRADE_TB o
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+ [#]ARBITER - Admin

MWTEST =1 (=)
- ® ==
MW IMP Register schema/table parameters [Il 0 [:l
MW SS Partitions | =] (=)
NAR Audit SELECT events D B [:I
Audit SELECT ewvent wvalues

OGH ¥ ax
audit ALL columns [ [:]
are audit PE columns D D
ORADEMO audit UK columns U HEH
PLVQS sudit FK columns [:] D [:]
SCOTT Register table D =]
1081 | SCOTT — z (=)
1052 | BCOTT BONLUS E]
1053 | SCOTT DEFT (=)
1054 | SCOTT EMP (=)
10585 | SCOTT SALGRADE E]

ABAKUS + ARBITER



1057
1052
1053
1054
1055

MW 55
Grant to user
HAR
owner

0OGK

SCOTT
oPP

SCOTT
ORADEMO ceOTT
PLYOS SCOTT
SCOTT SCOTT
SCOTT
HEIDHRE
SCOTT DEPT
SCOTT EriP
SCOTT SALGRADE

[#]ARBITER - Admin

Table Name

B4

BONLIS

DERPT

EMP

SaLGRADE

Granted

ABAKUS + ARBITER
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+  [#]ARBITER - Auditor

Select Database

1D Name DB Link

Scheme

1362 AIROM MORIAABAKUS. 5| [Searchﬁxudit] [Searchhudit[ﬁlata] [Searchhcceaamg] O MORIA_1362

[Editdatabaseparameters] [FiegisterfGrantdatabasetables] [Managejubs] [Shnwgaps] [ShuwAuditingOptinns]

Action Last Run Time Duration Rows RDWS_ Inseﬂed Rows Inserted
(last iteration) (last Z24h)
Audit 20-08-10 1224 Os 145/29955 . o ___“"“u‘
Data 19-08-10 1420 79R48s 52369,/88051 .\5 —'ﬁ L |
Hh._‘_ ,_-rj k"‘::_..?_b_ f
T -

ABAKUS

Create new DB definition ]
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+  [#]ARBITER - Auditor

Search Parameters ouery Unk Selected table: DEPT _T6 , EMP_T6
Search by time From [20.06.2010 | [00:00 | To [20.08.2010 | (2359 |

Search by user ] Usemame | : Terminal |

=earch by metadata Fi Session : Transaction |

Search by action ] Action | CRE

[ search ] Select Sort | Timestamp [fsc] (% Select State [ Show Collapsed

Timestamp [Desc)
Uzername [fszc)
Uzername [Desc)
Terminal [A=c]
Terminal [Dese]
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(€ [#]ARBITER - Auditor

Bl |

Select Schema melected database: MORIAABAKUS.SI
Select Table Selected schema: SCOTT
Search Parameters Selected table: DEPT T6 . EMP Té

earch Resu Query Link

[annlnadRepDn] [ Save Duery ] [ Copy Queny ] [ Fefresh ]

INSERT 0@ na 2010 15:03:05.000000 +02:00 T 0AO00S0064840100 S: 7707917 SCOTT @ ERNA
INSERT  pa 03 2010 15:03.05.000000 +02:00 T 0B000S0064840100 S: 7707917 SCOTT @ ERNA
INSERT g 05 2010 15:03:05, 000000 +02:00 T: 0800050064840100 S: 7707917 SCOTT @ ERNA

INSERT 908 2010 15:03:05.000000 +02:00 T: 0BO00S00B4B40100 S: 7707917 SCOTT @ ERNA

INSERT  ng 03,2010 15:03:05.000000 +02:00 T: 0B00050064840100 5 7707917 SCOTT @ ERNA

INSERT 1908 2010 15:03:05. 000000 +02:00 T, 08000500B4B40100 S: 7707917 SCOTT @ ERNA

UPDATE g9 03 2010 15:03:27.000000 +02:00 T, 0800050064840100 §: 7707917 SCOTT @ ERNA

UPDATE  pg g 2010 15:04:24.000000 +02:00 T 090003009A850100 5 7707917 SCOTT @ ERNA

ABAKUS + ARBITER
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[#]ARBITER - Auditor

gl

Select Schema melected database: MORIAABAKUS.SI
Select Table Selected schema: SCOTT
Search Parameters Selected table: DEPT T6 . EMP Té

earch Resu Query Link

INSERT

[annlnadRepDn] [ Save Duery ] [ Copy Queny ] [ Fefresh ]‘

-T2

03.08.2010 15:03:05.000000 1200 T. 0B00050064540100 5 7707317 SCOTT @ ERMA

[TugglelungSGL] [Shuwtransamiundata] [Transactin:nn'l'ables] [SessiDnTabIes] [ﬁuditDetaiIs] [TransamiDnDetails]

INSERT

03.08.2010 15:03:05.000000 1200 T. 0B00050064540100 5 7707917 SCOTT @ ERMA

INSERT 09.08.2010 15:03:05.000000 +02:00 T OBOO0SO0E4540100 ¢ 7707917 SCOTT @ ERNA

INSERT 1908 2010 15:03:05. 000000 +02:00 T, 08000500B4B40100 S: 7707917 SCOTT @ ERNA

UPDATE g9 03 2010 15:03:27.000000 +02:00 T, 0800050064840100 §: 7707917 SCOTT @ ERNA

UPDATE  pg g 2010 15:04:24.000000 +02:00 T 090003009A850100 5 7707917 SCOTT @ ERNA

ABAKUS + ARBITER
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UPDATE
DELETE
UPDATE
SELECT

INSERT

N

gl

[#]ARBITER - Auditor

22.07.2010 14:43:30

T:09002500357B0100 57593115

_

SCOTT @ ERMA,

] ) ] ]
rJ ) rJ rJ
= = = =
= L = i
(] () ] ]
o] = = =)
—_— — —_— —_—
= = =) =

[Toagle long S0L]  [Show

INSERT

INSERT

INSERT

2207 2010

22072010

Transaction data X

Action

IMSERT

IMSERT

IMSERT

IMSERT

IMSERT

EMPMNO

8011

g012

B013

8014

BO1S

EMAME

SERGE]

DAMIAN

ERNA

HEMRIK

LUK A

JoB

MAMAGER

SALESMAM

AMALYST

SALESMAM

SALESMAN

. MGR

HIREDATE

01.01.2000
on:00:00

01.01.2000
00:00:00

01.01.2003
on:00:00

01.01.1999
o0:00:00

01.01.2006
on:00:00

SAL

2000

2200

2100

2200

2200

COMM

DEPTNO

10

SCOTT & ERMNA

SCOTT @ ERMA

SCOTT @ ERMA,

SCOTT & ERMNA

SCOTT & ERMNA

SCOTT @ ERMA,

2207 2010 14:43.08

T.OADOMDOE31 0100 57533115

SCOTT & ERMA
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Transaction tables

[#]ARBITER - Auditor

Transaction: 0600260067210100

Owner

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

Object
MName

EMP_TH
SA4LGRADE_TE
SALGRADE_T6

SALGRADE_TA

SOL Text

INSERT INTO DEPT_Ta WALUES (91, 'PRODAJA', 'KRAMI
INSERT INTO DEPT_TE WALUES {92, 'MABAVA', 'KRAMNIT
INSERT INTO DEPT_TA WALUES (93, 'INORMATIKA', 'KRANI

IMSERT INTO EMP_T6 WaLUJES {7222, 'SERGED,
TAMAGER',O0,'01.01,2000°', 2000, WULL, 107

INSERT INTO EMP_TH WALUES (7223, 'DAMIAN',
'SaLESMAN',O0,'01.01.2000°', 2200, WULL, 107

INSERT INTD EMP_T6 WALUES (7273, 'ERMA',
'AMALYST'0,'01.01.2003", 2100, MULL, 107

INSERT INTO EMP_T6 YALUES (7274, 'HEMRIE',
'SALESMAN',D,'01.01,1999', 2200, MULL, 207

INSERT INTO EMP_T6E WALUES (7275, 'LUKA,
'SALESMAN',O,'01.01.2008', 2200, MULL, 207

update emp_t6 set sal = sal * 0.3
IMSERT INTO SalLGRADE_To WaLUES (74, 100, 1000}
INSERT INTO SALGRADE_T6 WALUES (75, 200, 2000}

INSERT INTO SALGRADE_T6 WALUES (76, 300, 3000}

ABAKUS

'+ ARBITER
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+  [#]ARBITER - Auditor

Audit Details b3
Parameter Value
Audit Action INSERT
Username SCOTT
Userhost ABAKUS\ERMNA €
Terminal ERMA
Extended Timestamp 25.08.2010 13:47:41.000000 +02:00
Session ID 7840438

Transaction ID

Transaction ID

SOL Text

SQL Bind

Audit Table MORIA_1362.A32127

0S5 Username erna =
Owner SCOTT

Object Name DEPT

Action 2

ABAKUS + ARBITER
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(€ [#]ARBITER - Auditor

Bl

UPDATE 5507 2010 14:43.38 T-09002500357B0100 57593115 SCOTT @ ERNA

[Tuggle long SGL] [ShDWSDLbinds] [Shuwtransamihn data]

UPDATE 22.0?.zu1u| SQL binds x SCOTT @ ERMA

- UPDATE EMP SET Sal = SaL * 1.2 WHERE DERPTNOD = 20 f _

DELETE o7 onqnl (Bl == 1.2 SCOTT @ ERMNA
UPDATE 2907 2010« AL SCOTT & ERMA

ABAKUS + ARBITER
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+  [#]ARBITER - Auditor |

ABAKUS # ARBITER

Selected table: EMPDER

Select Parameters

From [10.08.2010 | [00:00 | To [10.09.2010 | (2354 |
ther columns

DEPTNO | ] show / hide othe

Search by time
Search by colurmn values EMPMNO [44D1| ]
Select Sort [ Start Timestam P [Ase] V]

[ Search ]

ABAKUS + ARBITER
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+  [#]ARBITER - Auditor

ﬂ.udit Data Back to last audit search Query Link

Enter search words to filker underdying contents.

Transaction 636621 { SOL Queries )

EMPDEP i scoTT.EMFPDEF ) DEPTHO EMPHO MGR SAL EHAME JOB
User Operation Tahle Timestamp OLD HNEW OLD HNEW OLD HNEW OLD HNEW OLD NEW OoLD NEW
(start)
LUPDATE SCOTTEMPDERP - 10.09.2010 20 20 4401 4401 1oa0 | 1200

16:16:45. 000000
Transaction 636620 { SOL Queries )

LIPDATE SCOTT.EMPDEF | 10.09.2010 20 20 4404 4401 150 1125
13:47:34.000000

Transaction 636619 { SOL Queries )

LIPDATE SCOTT.EMPDEF | 10.08.2010 20 20 4404 4401 500 | Y50
13:40:13.000000

Transaction 636618 { S0OL Queries )

INSERT SCOTT.EMPDEF | 10.09.2010 20 4401 1000 1500 DANIAN SALESM,
13:39:32.000000

ABAKUS + ARBITER
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Select Period

[#]ARBITER - Auditor

Selected database: MORIAABAKUS.SI

From [01.05.2010 | [00:00 |

Select Sort [ Last Access [Desc) V]

[ Search ] ar [Shansers]

To [23.08.2010 | (2353 |

Access Log
Eriter search words to fitter underying contents.
Username 05 Username User Host Terminal Last Access
SCOTT 2rna ABAKUSERN A ERMA, 23082010 15:27:17 974327 H12:00
REY SCH_USER User pariz.abakus. si 23.08.2010 13:39:47 263021 H12:00
SCOTT erna ABAKUSNERN A ERMA, O0E.08.2010 14:10:45. 147310 H12:00
SCOTT oracle raa pted S0.07.2010 0B:01:51.581358 H12:00

[ Copy Query |
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(€ [#]ARBITER - Auditor

Il

lllllll

DDDDDDD

600
400
200 I
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(€ [#]ARBITER - Auditor

lllllll

DDDDDDD

6-7
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(€ [#]ARBITER - Auditor

FFFFFFFFF
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o Visoko raspoloziv sustav

visoko raspoloziv i otporan na katastrofe
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o Visoko raspoloziv sustav

visoko raspoloziv i otporan na katastrofe

Arbiter:

awi L povjerenje u
éﬂ. — podatke
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(€ Prednosti

nije potreban pristup aplikaciji,
transparentan i jednostavan pregled,
centralno upravljanje, pregled i analiza,
automatizacija i konsolidacija,

revizijski tragovi su odvojeni od podataka.

ABAKUS + ARBITER
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Sa revizijskim tragovima ne mozemo
zastiti podatke, ali mozemo prikazati
kada i tko je gledao ili obradivao
odredene podatke!

ABAKUS + ARBITER
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(S } Infrastruktura za Arbiter

- Arbiter DB Server

* QOracle SET11.2

* svi OS, na kojima se moze instalirati baza
> Arbiter GUI Server

» PHP 5.2.12

* nginx, Apache
» OS: linux, windows

> DB in GUI Server mogu biti na istom
serveru!

ABAKUS + ARBITER
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(E ; Podrzane source baze |

> trenutno pdrzane source baze

* Qracle 9.2 1 vise
» MS SQL Server 2005

* syslog (linux, unix)

ABAKUS + ARBITER
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[ #]

7]

[ 7]

(€ Instalacija

virtualni serveri
* Qracle VM, KVM, VMware slike

HW (server + opciono diskovni
podsustav) sa instaliranom bazom i GUI

instalacija na serveru klienta
* paza Oracle 1.2, nginx (Apache) + php
uracunte Oracle licence: Oracle SE1, 5x

ABAKUS + ARBITER
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